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1. INTRODUCTION

Recently, the development of Al systems has advanced in the maritime industry. For example, a situation awareness support
system D23 using image recognition technology has been developed, and research and demonstration experiments ¥ on
autonomous navigation Al that performs collision avoidance and automated berthing and unberthing have been carried out. At
present, Al is mainly used to support seafarers or is in the research stage, but in the future, it is considered that Al systems
installed on ships will be utilized in a way that is directly connected to safety.

This type of Al uses machine learning technology that learns patterns and rules from data. In addition, deep learning, which
has attracted much attention recently, has shown high performance by learning complex models with large amounts of data.
However, such Al has black box problem, and it is difficult for humans to understand how an Al system arrives at its conclusions.
Also, Al system may output results that were not intended by the developer.

When considering Al systems from a quality assurance perspective, it is not easy to evaluate whether Al can perform as
expected because Al with a mechanism in which its behavior is determined inductively by learning based on data. Furthermore,
continuous learning is carried out in many cases so that the Al can follow changes in the surrounding situation even after
development. Therefore, development considering the life cycle from design to operation is required. In the development of Al
systems, it is important that activities to ensure quality, which varies depending on the purpose and use, are carried out
throughout the development process. Considering such appropriate activities will lead to consideration of specific evaluation
methods for Al systems.

Based on the development process and the importance of ensuring quality of Al systems, in order to ensure that Al systems
developed under appropriate quality control are used in the maritime industry, Nippon Kaiji Kyokai (ClassNK, hereinafter, the
Society) plan to develop “Technical Guide for Utilizing Al System on Ships -Quality Control in the Development Process of Al
System-.” The items that Al system developers should consider during development will be described in this Guide. Therefore,
as an introduction to this Guide, this paper presents an overview of Al and describes an approach for integrated development
and operation. In addition, as an information that will be helpful when organizing the development process of Al systems in the
maritime industry in the future, this paper introduces the development process organized in “Machine Learning Quality

Management Guideline.”
2.  ARTIFICIAL INTELLIGENCE

2.1  What Is AI?

The term Al was proposed at the Dartmouth Conference in 1956, and various studies have been conducted since then.
Although various discussions have considered the definition of Al, there is no established definition, and it is understood as a
broad concept such as “Programs that works in a manner similar to human thought processes, or information processing and
technology that humans perceive as intelligent.” 7

Although Al includes various technologies such as exploration and inference algorithms and expert systems, the center of the
recent Al boom is machine learning. Machine learning is one of the methods for analyzing data, in which a mechanism
corresponding to human learning is realized by computers. Based on the calculation method (algorithm), the computer can
discover patterns and rules from input data (training data), and by applying those patterns and rules to new data, it is possible to
identify and predict new data.

Deep learning is one of the methods of machine learning, and has attracted special attention as the method that triggered the
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recent Al boom. Deep learning uses a neural network that emulates the mechanism of nerve cells in the human brain, and a

feature of deep learning is that it has a multi-layered structure of that neural network.
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Fig. 1 Relationship between Al, machine learning and deep learning ”

2.2 Deep Learning

The neural network of deep learning consists of an input layer, an intermediate layer and an output layer. Features are extracted
from the input data through calculations within the neural network, and the results of processing are output. The parameters for
performing calculations of the neural network are optimized based on the data, and this process is called learning.

Deep learning achieves more accurate results than conventional methods in various fields by adopting a multi-layered network
and learning with a large amount of data. There are various types of network structures, such as Convolutional Neural Networks
(CNN) specialized in image recognition, Recurrent Neural Networks (RNN) used in processing time series data, text data, etc.,

generative Al which generates new data from a given data set, and so on, which are used depending on the purpose.
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Fig.2 Deep learning mechanism ®

2.3 Challenges of Al

Al based on machine learning can make predictions with high accuracy and is applied to a wide range of fields such as natural
language processing, speech recognition, image recognition and content generation. On the other hand, since Al is learning
based on a large amount of data and basically makes inferences probabilistically, it is necessary to deal with the following
problems specific to Al
2.3.1 Quality and Quantity of Data

Since Al learns based on data, the quality and quantity of the data are important for achieving the expected performance. For

example, Al may not be expected to be accurate enough when past patterns do not apply to the data, the factors that serve as
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judgment criteria are not included in the data or the amount of data is small. Imbalanced data may also introduce errors in the
inference results that the model outputs. Therefore, it is necessary to ensure that the data are adequate in terms of both quality
and quantity. When developing an Al system, it is important to thoroughly analyze the problem to be solved, clarify the purpose,
use environment and conditions, and then consider the quality and quantity of the data.

2.3.2  Computing Resources and Costs

Extensive data acquisition and annotation are extremely time-consuming. Large storage is also required to store and efficiently
use big data. In addition, since a large amount of computational resources is required to train Al models, especially deep learning
models, the time required for training must also be considered. Therefore, it is necessary to prepare a sufficient development
system and environment.

233 Drift”

In machine learning, a phenomenon called “drift” occurs in which the accuracy of predictions by the Al model decays over
time. There are two main types of drift. With data drift, there is a discrepancy in the distribution of the data during training and
the data during operation, such as seasonal changes and changes in trends. Conceptual drift refers to drift in which the
relationship between the input data and the correct labels changes compared to when the model was trained, for example, when
a new data feature appears. To deal with such drift, even after the development of Al systems, it is necessary to monitor changes
in performance and the operating environment and to retrain the Al model periodically.

2.3.4 Probabilistic Behavior

Al basically makes probabilistic inferences but does not make decisions. It is also important to note that a phenomenon called
“hallucination” '? occurs in generative Al, where Al generates information that is not based on reality. When developing an Al
system, it is important to carry out activities to ensure that stakeholders fully understand these characteristics of Al, and to
consider appropriate goals and operational procedures.

2.3.5 Black Box Problem

Machine learning models, especially deep learning, have a large number of parameters and a very complex structure. It is
difficult for humans to understand how an Al system arrives at its conclusions, and the content of Al is essentially a black box.
Although this kind of Al can perform prediction and recognition with high accuracy, the concern that “a system that cannot
explain the basis of outputs cannot be used” may lead to distrust of the Al system, and may become a factor inhibiting its
introduction. Therefore, it is important to carry out activities to gain the understanding from stakeholders, verify operational
procedures considering the black box problem, and study the use of Al that can be explained rather than black box Al XAl is
attracting attention as a solution.

2.3.6 Difficulty of Evaluation

Al that learns based on data cannot explicitly relate its internal design and implementation to a defined specification, and it
is difficult to review the internal design and implementation and evaluate quality. In addition, Al technology is advancing rapidly,
and there are also various ways to utilize it. Therefore, it is important to clarify the objectives to be achieved in the whole system
and the elements required in the Al system, and to consider the evaluation method according to the target Al system.

2.3.7 Differences in Risk by Utilization Method

The extent to which Al risks need to be considered varies greatly depending on how the Al system is used. For example, Al
system is used in daily life, for example, in translation, chatbots and speech recognition, may have no risks which are paid
attention. On the other hand, in the case of Al systems that are directly linked to safety, such as autonomous driving and
autonomous ship navigation, safety and reliability should be carefully considered.

The Al Act, which is a European regulation on Al that was proposed by the European Commission on April 21, 2021, adopts
a risk-based approach, establishing 4 risk levels and prescribing requirements and regulations according to each risk V. This
approach is useful for developing Al systems. It is important to grasp the risks of Al systems through risk assessment and to

ensure safety by taking appropriate control measures.
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Fig. 3 Pyramid of risks in EU AI Act '?

2.3.8 Security ¥
When developing Al systems, in addition to the conventional IT and system security viewpoints, it is also necessary to
consider attacks targeting training data and Al models as security problems specific to Al. Attacks on Al models include the

following. When developing Al systems, it is necessary to carry out a risk assessment and take countermeasures against attacks.

* Poisoning Attack
A type of attack in which the training data or AI model is manipulated in some way to cause the system to output results not

intended by the Al model developer.

+ Evasion Attack
Addition of noise to inference data can lead to incorrect inferences by Al models. When the added noise is small, a human
may not be able to distinguish the difference from the original data. A kind of attack to discover such small noise is called an

“evasion attack,” and data with small added noise is called an “adversarial example.”
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Fig. 4 Example of an adversarial example of a panda recognized as a gibbon '¥
When developing Al systems, it is necessary to address these challenges through activities in the development process.

3. APPROACH FOR INTEGRATED DEVELOPMENT AND OPERATION

In general, Al systems are developed by repeatedly learning and evaluating models based on data to achieve the expected
performance. The performance of the developed Al system is also monitored even after it is introduced into the real environment,
and continuous evaluation and learning are performed to cope with changes in data trends caused by changes in the surrounding
environment such as drift, and to improve accuracy using newly acquired data. Therefore, in the development of Al systems, an

approach for integrated development and operation ' ' is often adopted, in which quality is maintained and improved by
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repeating learning with newly acquired data so that performance approaches the expected result more closely. Considering these

points, the Guide will organize the approach of the Al system from the beginning of development to the end of operation as

shown in Fig. 5.

Since the actual development flow varies depending on the developer and the system to be developed, a general approach

considering various Al systems is shown here. In the development of Al systems, through each phase of such an approach, it is

required to carry out the activities necessary to ensure quality while addressing the aforementioned Al-specific challenges.

Therefore, the items to be considered during development in each phase will be described in the Guide.
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Fig. 5 Approach for integrated development and operation

In the development of an Al system, the development system and the development environment are also important, and since

they are related to the whole approach, they are placed at the center of the organization.

0)

)]

2)

3)

4)

)

Organization

Factors related to the ability of the organization involved in the development and operation necessary for the successful
development of the Al system.

Problem Definition

The phase in which the problems to be solved by the Al system are identified and the necessary considerations are made
to proceed with the development.

Data Acquisition and Preparation

The phase in which data are acquired and preprocessed for use in training the Al model.

Model Design

The phase in which the overall approach of development is defined and the Al model is designed based on the objectives,
requirements and available data defined in the Problem Definition.

Model Training/Testing/Validation

The phase in which the Al model is trained and verified to function as expected.

Deployment

The phase in which the Al system is integrated with existing systems, processes, products and services so as to function
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in a real-world environment.
6) Operations and Monitoring
The phase in which the Al system is operated in the real-world environment and is continuously monitored to ensure
that the expected performance is being achieved.
7) Maintenance
The phase in which maintenance and system and model updates are performed as needed.
8) Decommissioning
The phase in which the operation results of the Al system are evaluated, and the operation of the Al system is terminated

when the Al system is no longer needed or when another effective solution is developed.

4. ORGANIZING THE DEVELOPMENT PROCESS IN THE “MACHINE LEARNING QUALITY
MANAGEMENT GUIDELINE”

As mentioned above, the approach for integrated development and operation can be used universally regardless of the target,
and it is assumed that quality will be improved by continuously repeating learning. When this approach is applied to Al systems
installed on ships, it must be reduced to a form suitable for the development process of the maritime industry. This paper
introduces the development process modeled in “Machine Learning Quality Management Guidelines” as an idea which can be
used in such cases.

In the development of an Al systems, the quality of the Al system is ensured through the approach which integrates
development and operation described above. On the other hand, since Al learning depends on data, it is difficult to predict the
deliverables in the early stage of development, and differences in understanding tend to occur between the developer and user.
Therefore, PoC (Proof of Concept) is often performed when developing Al systems. PoC is a verification process that shows
the feasibility of new concepts and ideas. In addition, even after an Al system is developed and introduced into a real
environment, learning using newly acquired data is performed continuously to maintain and improve accuracy.

In the “Machine Learning Quality Management Guidelines” published by Japan’s National Institute of Advanced Industrial
Science and Technology, the development process of such general Al systems is divided into three stages, as shown in Fig. 6:
“Proof of Concept stage,” “Iterative development stage” and “DevOps and cont. training stage.” it is important in the maritime
industry to verify new technologies in advance of introduction and at the completion of development, and to confirm changes
after the start of operation. Thus, it can be thought that the development stages described in the Guidelines are highly compatible

with the maritime industry.
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Fig. 6 Development process in “Machine Learning Quality Management Guideline” '
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5. CONCLUSION

Regarding “Technical Guide for Utilizing Al System on Ships -Quality Control in the Development Process of Al System-,”
which is under development, this paper has presented an overview of Al and described an approach for integrated development
and operation. As a reference when applying this approach to the development process of the maritime industry, the development
process in “Machine Learning Quality Management Guideline” was also introduced. Since the contents of the two guidelines
can be used universally regardless of the application of the Al system, it will be necessary to arrange them in a form suitable for
the development process in the maritime industry in future.

In the development of Al systems in the maritime industry, there will be cases where “people in the maritime industry develop
Al systems” and cases where “companies responsible for Al system development develop Al system for the maritime industry.”
For the former, it is necessary to understand the Al system development process, and for the latter, it is necessary to understand
the development process of the maritime industry. The Guide will strive to provide information that will provide insights in both

cases. It is our hope that these contents will contribute to the development of Al systems in the maritime industry.
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