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Self-Checklist for SSP

ISPS Complies with
Items to be checked Code Remark
YES NO
Part 1: SHIP SECURITY ASSESSMENT
1 Is\the reHsiIt of Ship Security Asseiisinent a'gtached to the Ship Security Plan? A/9.3 O O B/8.12
A OR 2 AT OO A R IAAR PR ZZ R HEN AT STV D0 2
Has the Ship Security Assessment being carried out for the ship by the person with appropriate skills to evaluate the ship's
2 | security, taking into account B/8.4 A/8.2 ] ] B/8.4
ISPS Code B/8.4% % JEL . MMifr 225 TAf 1%, AAAD IR AR Al I~ D U7 B B a3 58 2K S v 2
3 Where the SSA has not been carried out by the Company, has the report of the SSA reviewed and accepted by the CSO? Al8.2 ] O B/8.13
SSANEALIZED TSI TVIRWNE S | SSADH FECSOIZ LY Sz T ANGILTVDH 2 '
4 | Has the SSA included the followings? ~ SSAIZIZLA FDOHLONE FHTNBH 2 A/8.4
.1 on-scene security survey HBG IR B R Al8.4 ] ]
.2 identification of existing security measures, procedures and operations AlSAL ] O
BUFEOORZZHEE  FNE S OB o
.3 identification and evaluation of key ship board opera:[ions that it is important to protect AIB.4 ] O
BItHI§~ 52 AN BB 70 D F BN 355 OR8N LR o
.4 identification of possible threats to the key ship board operations and the likelihood of their occurrence, in order to
establish and prioritize security measures; AIS.43 O O
R E 2L U SENANL AT T 5728 . EERARNEB RO D AT D HDE O], ZENHDFEAE FLIA o
ok vl
.5 identification of weaknesses, including human factors in the infrastructure, policies and procedures A8.44 ] O
A 77, JFE M OFIEICIBNT, AREBZ DX ONegatEoiil o
Has the SSA addressed the elements stated in B/8.3? B/8.3
5 e . A/8.2 ] ]
SSAIEB/8.3ICTR REALTWDEFEITHFALL TNDH 2
6 Have those involved in a SSA drawn upon expert assistance in relation to those stated in B/8.4 A2 ] O B/8.4
SSAIZB G- L7213, BIB.AITIR ROV TN DR SR A HH - TVHH 2 '
; Has CSO obtained and recorded the information for those stated in B/8.5 A/82 O = B/8.5
CSOIZB/8.5IZIR B TWAIE BB 51 @A AT LRl TV 2 '
8 Has the SSA examined each identified point of access? Yy ] ] B/8.6

SSAITFRBISII= T 7B ARA L N FHAEL T 2
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Self-Checklist for SSP

ISPS Complies with
Items to be checked Code Remark
YES NO
9 Has the SSA considered the continuous relevance of the existing security measures, etc.? Yy ] O B/8.7
SSAITIUF D LR LA B F Ofikfoe I BIEMEZRFTL TV 2 '
10 Has the SSA determined security guidance stated in B/8.7 A82 0 0 B/8.7
SSAIIB/B.7 T ANHLN TWDIRLFREI AR EL TWD0 2 '
u Has the SSA considered thAose that it is important to prot?ct, taking into account B/8.8? A/82 0 = B/8.8
SSAIIB/8.8% BB L, i+ DI DICEE R DEMRFIL TVD 2 '
12 Has the SSA considered possible threats, taking into account B/8.9? Al8.2 ] O B/8.9
SSAIZB/8.9%EEL . FIREMEDHDHH A RFTL TDHH 2 '
13 Has the SSA taken into account possible vulnerabilities stated in B/8.10? A/82 0 0 B/8.10
SSAIEB/8.10IZT3R R BV TVND AT REMED B D58 AR L T D 2 '
Has the on-scene security survey examined and evaluated existing shipboard protective measures, procedures and operations B/8.14
14 | taking into account B/8.14? A/8.2 ] ]
B IR ZRAT Tl B/B.14%A BB L i LAl L TV o 2
Part 2: SHIP SECURITY PLAN
0 ¢/ Introduction
01 Are the company Name and Address given in the SSP exactly same as those given on DOC? SOLAS
T | SSPICEEHIE N TV DA | SHAEFTIEDOCDH E e —E L TV D7? XI1-2/1.7
0.2 I's the ship's particular (name, type, tonnage etc) is the same as those given in the Certificate of Registry or statutory certificate? SOLAS
| SSPIZREIRESIVTODAMO I B (vd Al b2 o fth) IXE R E ISR ERLHOL O LR THHH 2 X1-2/1
0.3 Has the Compar]y ensured that the ship security‘plan contains a ?Iear statement emphasizing the master’s authority? ABLL O
BAITAAOR LG AR B OMERIZ DWW TR G 3 HZ L& HERB L T D 2 '
Has the Company established in the ship security plan that the master has the overriding authority and responsibility to make
decisions with respect to the security of the ship and to request the assistance of the Company or of any Contracting Government
0.4 | &fhiE, AARCRZ ETENIZ AR R OMEIRZ 9858 3 2 i 25t ik 3 5 D ZE R OB RSB AI O R L T BIL THBAERR K O | A/6.1 ] ]
Ex T EME WKL EIS USRS LI EBUN DO R 2 BiE CEXAMERZFF> TWD I &% | MR i o H
WZHIREIZL TD 2
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Self-Checklist for SSP

ISPS Complies with

Remark
Code YES NO

Items to be checked

Has the Company ensured that the company security officer, the master and the ship security officer are given the necessary
support to fulfil their duties and responsibilities in accordance with requirements of chapter XI-2 and the Code?

2L RERERRA . IR R ORI B SEXI-27E e VR — R D BRI > T LD BB L BT 2RI 72
PR R G A DT EAMERIZL TODD 2

0.5 A/6.2 L] L]

Does SSP contain the procedures and practices to protect security sensitive information held in paper or electronic format? B/9.7.4

08 | et <1378 TR CHTEL TV DRI BT A B (R 35700 D FNEE IR & TV D70 2 ave | L | O

1 A O o 22 4 #k/Security Organization of the Ship and the Company

Does SSP contain detail of the organizational structure of security for the ship? B/9.2.1

RGO IR 2212 B3 LRSS O SIS B EN TV D70 2 AI94 [

11

Does SSP contain detail of the ship’s relationships with the Company, port facilities, other ships and relevant authorities with B/9.2.2
1.2 | security responsibility? A/9.4
AR PR IR . A K& OB 2 R L DR Z AR T D BIR DFEMIA & AT DD 2

Does SSP contain the duties and responsibilities of all shipboard personnel with a security role?* O O B/9.7.1

L3 el B 1 50 B2 CORMINE B OIS E BHEA & 2L TS 2 A9.4.7

Does SSP contain measures designed to prevent weapons, dangerous substances and devices intended for use against people,
ships or ports and the carriage of which is not authorized from being taken on board the ship

L4 | B s RS AU TV RV AL A LTI KL ORI R AR aRik Dl s gl fibian oy, | A941 | O T
Bh 1T A7 DI L7 HE B 23S FATODN 2

15 COMPANY SECURITY OFFICER

Has the Company Security Officer been designated for the ship?

2 T AR B A 4 SH T B 2 A R

151

identification of the company security officer including with 24-hour contact details AJ9.4.14 O n
2415 [ ATREZREAE e D FEMIZ 5 D AR AN B O o

Are following duties and responsibilities of the company security officer included in the Plan? AJ112

152 | ) R oo bR 22 B 0 BT FFF O I & E LB 2

! Not only the itemized duties, but also brief description on who will be in charge should also be included. ~(For example "Deck patrol / gangway watch - deck department" may be
acceptable. It is not necessary to be such detailed as a Muster list, however, it is not sufficient if the SSP descries that all security duties will be assigned by the SSO.
HUZEBNRTT T BEDMI 21 350 e A B OFLR 35D L, (1 %1Z, TDeck Patrol/Gangway watch - Deck Department | &\ 7= 507k T &V, 43 LE Muster
List DIIZFERIZE D TR MBI, 42T SSO 2L CRLE T 2LV H D TIE A+ Th D,
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Self-Checklist for SSP

ISPS Complies with
Items to be checked Code VES NO Remark
.1 advising the level of threats likely to be encountered by the ship, using appropriate security assessments and other
relevant information A/11.2.1
1 U)o P 22 3 S oD B 9245 A O T AR EE T2 THAI B ROV NIV EB 53528
.2 ensuring that ship security assessments are carried out AJ11.2.2
RO PR LI ES N DI L2 MEFRITT 5L -
.3 ensuring the development, the submission for approval, and thereafter the implementation and maintenance of the
ship security plan A/11.2.3
R R ZE G T B D E . AFRODT D DR K N LA D FE i SHEFFA IS D28,
4 ensuring that the ship security plan is modified, as appropriate, to correct deficiencies and satisfy the security
requirements of the individual ship A/11.2.4
KMoz e EL . 8 4~ OO PR Z BN &R 2720 iR ZET A2 @ UIE I ET DI EEMEITTLIL
.5 arranging for internal audits and reviews of security activities AJ1125
REEFEDONTEAE LB L TR 528 o
.6 arranging for the initial and subsequent verifications of the ship by the Administration or the recognized security
organization A/11.2.6 ] ]
FETH LITERERZHIFIZED9)E K ORIEILAEORGEEE FRL 528
.7 ensuring that deficiencies and non-conformities identified during internal audits, periodic reviews, security
inspections and verifications of compliance are promptly addressed and dealt with
PUERES A R L | R AR T L O A R AE D BT BRI S U K MR Rl s, bl g kan | A2 | L D
OIS N AT LA EICT DL
.8 enhancing security awareness and vigilance
[RIZIC BT E S Th 2 () & anzs | U | U
.9 ensuring adequate training for personnel responsible for the security of the ship AJ11.2.9 7 7
WAAD PR ZE BT A 35, WY FIE M I T Dl -
.10 ensuring effective communication and co-operation between the ship security officer and the relevant port facility
security officers A11210 | [ ]
AR 22k B K OB~ D W i i PR 2k B O C S R0 i A B L sl e ffe 5212 9752 &
.11 ensuring consistency between security requirements and safety requirement A11.2.11 7 7
RZEN R OLZREMN BT HILEHEITT DL -
.12 ensuring that, if sister-ship or fleet security plans are used, the plan for each ship reflects the ship-specific
information accurately A1L2.12 O O

H U S AR E 71T O R L E 2 W HTWDR 5T A M 972 51BN 2 O fis i B A o 1F Sz
IELSKRML TWDZ EEfRIZTHIL
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Self-Checklist for SSP

ISPS Complies with
Items to be checked Remark
Code YES | NO
.13 ensuring that any alternative or equivalent arrangements approved for a particular ship or group of ships are
implemented and maintained A/11.2.13 ] ]
FeE O S LIIAR NS AR IR R E S LURF SR E D | ERS MR SN TSI a2 FEICTHIL
1.6 SHIP SECURITY OFFICER
161 Ha§ the Ship Security Officer been designated on the ship® A/12.1 [] []
T | MR AR R I B A ME AR ST D0 23 A/9.4.13
162 Are following duties and responsibilitie§ of the ship security officer included in the Plan? AJ12.2
T | BUF ORI A OB L BAED GO IS E ENTVDH) 2 '
.1 undertaking regular security inspections of the ship to ensure that appropriate security measures are maintained A12.2.1 O n
E YRR E D HERF SN TR T LA MR T 2720 i EM R R e Sl g T4 524 -
2 AmaintainiAng and supervising)the implementation of the ship security plan, including any amendments to the plan AJ12.2.2 7 7
FHEIOYET 25D | ARIRZ G B O TSz AR L O E 224 -
.3 coordinating the security aspects of the handling of cargo and ship’s stores with other shipboard personnel and
with the relevant port facility security officers; A/12.2.3 ] ]
B Lt S OB ORI OV T, MOMANDOE B Kk OB s R B SRS 528
.4 proposing modifications to the ship security plan
AR R KT B EE R DL, w24 | DD
.5 reporting to the Company Security Officer any deficiencies and non-conformities identified during internal audits,
periodic reviews, security inspections and verifications of compliance and implementing any corrective actions
POEBES T A R L | R AR R OO A MO RAEICBE L C R S kB & Rl A%, 7 L CREaEe | A1225 | L D
Fhiz AR LB EICHRE 228
.6 enhancing security awareness and vigilance on board
PG BT B S LA 0 B are2s | UL
.7 ensuring that adequate training has been provided to shipboard personnel, as appropriate A12.2.7 O n
MBS RN O AN EEIZREIEA G- A DD LRI T HIL -
.8 reporting all security incidents 2 TORLZFHEHLETHL A/12.2.8 L] ]
.9 coordinating implementation of the ship security plan with the company security officer and the relevant port
facility security officer A/12.2.9 ] ]
AR E & OBIE 3 LS sk R Z IR A & AR &R B O i i 452 &

2 Although there is exception depending upon the flag, it is necessary that SSP identify the SSO onboard (e.g., Master, Chief Officer).

%) F£7=, STCW VI/5 BLRIO BT T | SEE OGRS, JIEAF/2 808000 T, YL EE O B2 /R0 8,

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

Items to be checked

ISPS
Code

Complies with

YES

NO

Remark

.10 ensuring that security equipment® is properly operated, tested, calibrated and maintained, if any.
HLbHDLROIE, R EIIEA S, RS REST, BICHERSNAI L FEICTHILl

A/12.2.10

[

[

3 i K OV Drills and exercises

3.1

Does SSP address procedures for training, drills and exercises associated with the plan?  Including as follows,
SSPIZBEHE T2 I, ik M OVE O FIEAEN DIV TNDD 2 ZHUIELL T2 E DD

- SSO training (B/13.1 & 2) - see national requirements as well

- Training of Shipboard personnel having specific security duties and responsibilities (B/13.3)

- Training of all other personnel (B/13.4)

- Onboard drill (A/13.4) (B/13.5, B/13.6)

- Exercise (A/13.5) (B/13.7)*

A/9.4.9

4 Fo&k K OVBEE SCE/Records and documentation

4.1

Are instructions/information to maintain the records of the activities addressed in the SSP provided?°

SSPIZFLHMl T~ % LA F DTGB DGRk A M A 2 B ZEAHES LT D 2 °

- Training, drill and exercise

- Security threats and security incidents

- Breach of security

- Change of security level

- communications relating to the direct security of the ship such as specific threats to the ship or to port facility the ship is, or has
been in

- internal audits and reviews of security activities

periodic review of the SSA

- periodic review of the SSP

- implementation of any amendments to the SSP

- maintenance, calibration and testing of any security equipment provided onboard, including testing of the security alert system.

A/10.1

® For example, the following may be included:f5l% 1%, Yk DR%{f - HEA ST,
Motion detectors, surveillance systems, scanning equipment, lighting and alarms. (MSC 159(78), Annex Chapter 5 - 5.2.18)

* Each ships are not obligated to participate in all exercises for the whole fleet planned by the company. £ i L4 9 L b 2 AEANE FLJ- A R HE L7234~ TD Exercise

BT DBIEEFTHTTHI TR,

> The record keeping periods are up to the flag Administration. Refer to the national interpretation/requirement. If there is not specific instruction from the flag Administration,
three years should be considered as standard record keeping period. R A7 L ENC JD EAfFRN B2 2 O CTHEEZE 2R T 528, Rl ESN TORWEGE S ITII3FEAIEEL

ERAN
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Code VES NO Remark
Does the SSP state that the above records are to be kept in the working language(s) of the ship? (If not English, English
translation is to be provided onboard)
42| | s A OWorking language CIRAFSILA T LIZ A5 TUB, (bLZNMHEET/R S Ao A Licgs | A02 | O D
ZHNDHTE)
If records are to be kept in the electronic format, does the SSP identify procedures to prevent their unauthorized deletion,
4.3 | destruction or amendment A/10.3
FRERDNEE T A CIRE SIDY G SSPIZT O RIEARAIBR, BEFE, SGTA B FIEE ED T DD 2
44 Does %SP identify measures to prevent unauthorized access to orAdiscIosure of these records? AJ10.4
| BRI T AR IERT 7B AR ZITe D D I EA R T D) 2 '
5 fRZEL UL T ~D %} /Response to change in security level
51 Does SSP address procedures for responding to any security instructions Contracting Governments may give at security level 3’ AJ9.AS O 7
T RV UL W TR BN A3 5 2. 575 A2 W W B 222 B D3 RISk i+ D FIEIZH 575> 2 ° o
6 WL SRR M UMM fin& DA 5 —7 =— 2D F)A/Procedures for interfacing with facilities and other ships
6.1 Does SS_P address:procedures for interfacing with port facility security activities? AJ9.4.10 O n
| W TR O PR TN ERE T2 FIAIZ OV Tl TV 2 o
Has the SSP established details of the procedures and security measures the ship should apply?’ B/9.51
2N L7 U2 b7 W RIEL R B OB AL T D 28
6.2 | ~ataport of a State which is not Contracting Government® A/9.4.10 n H

- interfacing with a ship to which ISPS Code does not apply®
- interfacing with fixed or floating platforms or a mobile drilling unit on location

- interfacing with a port or port facility which is not required to comply with SOLAS Chapter X1-2 and the ISPS Code part A™

7 f#%2'E 5 /Declaration of security

® Some flag Administration publicize the way for informing applicable security level. If there is a specific national guidance, shall be requested to incorporate these guidance into

the SSP.  JEEIZ > TR LL ~IVDE FIBHTEZTRL THAD T, iU TH5AINLEEDHIL,

" MSC/Circ. 1111 should be also taken into consideration (Refer to NK Technical Information No. 604) MSC/Circ. 1111 (ZOWTChEE T AL (NK T/ =h)b A2 T p—A—3

> No.604 ZRDZL, )

8 USCG (NVIC 06-03) requires to implement security measures for security level 2 in such cases. USCG(NVIC 06-03) TlEZ D EIT B AITIB W TR L ~ L2 TED T 1%

LB A LD LR ELRLTUVD,
° do Al I
0 do Ak
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Self-Checklist for SSP

Items to be checked

ISPS
Code

Complies with

YES

NO

Remark

7.1

Are the contents of the DOS given in accordance with Appendix to the ISPS Code B?
DOSDOWNFFILISPS=—RBHEFAppendix (2> TV D70 2

A/5.5

[

[

7.2

Is the period for recording of DOS specified, in accordance with the flag Administrations' requirement?
DOSDLRAF I 23 T4 T DERITHE > CREMS TN D 2

A/5.7

7.3

Has the SSP detailed how requests for DoS from a port facility will be handled and the circumstances under which the ship itself
should request a DoS?

B OO DOSIZBE 5 EiEEE O IHIZHEWEI D, Z LU TIAA B & 23DoS%E EE L 72l T AU 7e 72N I 2R & 5
W ZREEL TUVH0 2

A/9.4.10

B/9.52

8 {RZ2\ZB89 %i@13/Security related communication

8.1

Does SSP contain detail of the communication systems to allow effective continuous communication within the ship and between
the ship and others, including port facility?

F PN 36 UM A S ST T3 2 2 9D At A5 S R Ok B SR 2 A 3 2185 T AT LD Z & A TVD) 2

A/9.4

B/9.2.3

8.2

Does SSP contain reporting procedures to the appropriate Contracting Governments contact points?*3

1Y) A BURF O SE @ D FIHZ & A THDoh 2 1

A9.4

B/9.2.7

8.3

Has the SSP established details of the procedures and security measures the ship could adopt if the ship is at a higher security
level than that applying to a port facility? AN B % 12 F L CUOAIRZL ~UL I E O L~V OBA T, ALY
DFNAL PR ZHE DOFEM AL TODD» 2

A/9.4

B/9.50

8.4

Does SSP contain the procedures or safeguards necessary to allow such continuous communications to be maintained at all times
T IEHE R XS RIS RABIE L T DT DI E LSO FIAL LU T FEAE T D0 2

A/9.4

B/9.7.2

9 SR PR 2 E AL E o O DR ZE DT D EEE DO IR5F/Ship security alert system and equipment maintenance

9.1

Does SSP address identification of the locations where the ship security alert system activation points are provided

AR R Z BRI E L TEE T DAL MR E SN COD LT O & & ATV 2

A/9.4.17

1 gych a contact list can be down loaded form IMO's URL (http://gisis.imo.org/Public/ISPS/default.aspx). DY ANIIMOD R — L2 — k) AFE A RE

(http:/Avww?2.imo.org/ISPSCode/ISPSInformation.aspx) ,

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

Items to be checked

ISPS
Code

Complies with

YES NO

Remark

9.2

Does SSP address procedures, instructions and guidance on the use of the ship security alert system, including the testing,
activation, deactivation and resetting and to limit false alerts?

e A OR 22 S 18 O FRER | AFBIBH AR | AFBMT (R0 N 'y ML CERIEBI O HIBRAZ & 6 . £ HICBI 32 FIA, fEniE
WIZHREHE G A TVDD 2

A/9.4.18

[ L]

9.3

Does SSP address procedures to ensure the inspection, testing, calibration, and maintenance of any security equipment provided
on board, if any?
R O TV B TORL B O mibi B BIE L ORSTEMEFRICT D FIEZ G A TVDD 2

A/9.4.15

9.4

Does SSP address frequency for testing or calibration any security equipment provided on board, if any?
FEARICI 2 DL QOB R CORLIEE OIS LI IEDOHEEZ H A TND0 ?

A/9.4.16

9.5

Does SSP contain the procedures needed to assess the continuing effectiveness of security procedures and any security and
surveillance equipment and systems, including procedures for identifying and responding to equipment or systems

failure or malfunction?

BB IOV AT AOBIES LIIRREZFHI L E KIS T HFIEZE O | (R FIELCIR L LR IR B KO AT LDk
FE A AR 3 27O IR ESND FIEE Z A TVDD 2

A/9.4.15

B/9.7.3

9.6

Does SSP address the type and maintenance requirements, of security and surveillance equipment and systems, if any
HLIHDROIE, 72 LA E B L O AT AOFH LR ST B A8 A TVDIN 2

A/9.4.15

B/9.7.5

10 772 AEEO T DR ZE & /Security measures for access control

10.1

Has the SSP established the security measures covering all means of access to the ship identified in the SSA taking into account
B/9.9?
B/9.9% & &L TSSA Tk B ST ~D T 72 ZAD 4T D F Bt TR TR AL CHN 2

A/9.4

B/9.9

10.2

Has the SSP identified the locations where access restrictions or prohibitions should be applied for each of the security level?
RZL IV ENE U T, 77 B A RS LB IR %8 SN D R EG AT 2w L TDs 2

A/9.4.2

B/9.10

10.3

Has the SSP established the type of restriction or prohibition to be applied and the means of enforcing them for each security
level?
BRLL U OWT BT 2 EHIBRS LI L ORI S 2N O 2 T 92 T EA ML TWOD) 2

A/9.4.2

B/9.10

10.4

Has the SSP established for each security level the means of identification required to allow access to the ship and for individuals
to remain on the ship without challenge?

AT 7B AT D LEFF AT D720 I AR AN £572012, BORSNDIRE L~V T3l T B 2 e
SMLLTWVDH?

A/9.4.3

B/9.11

10.5

Has the SSP established provisions to ensure that the identification systems are regularly updated, and that abuse of procedures
should be subject to disciplinary action?

FRBS AT LD E BN B L EN D LA FEITT DD OBUEZMENLL . £ U TFRIAOELITERIL Sy DXt R L8 D%
HEL TS ?

A/9.3

B/9.11

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

Items to be checked

ISPS
Code

Complies with

YES

NO

Remark

10.6

Are instructions provided to notify SSOs,CSQOs,PFSO, flag and port states for any attempted unauthorized entry
RIERT 7' AZLEHETHHIZEIL T, SSO, CSO, PFSO, JEE K O HEENZ A A LR ST 2

A/9.3

[

[

B/9.12

10.7

Has the SSP established the frequency of application of any access controls particularly if they are to be applied on a random, or
occasional, basis?

FRCH LT 7 BERE BN T LR =2 LT — 2Tl EN 5725613, Rl 2 b HEEZBEL TV D
;2

A/9.3

[

B/9.13

(Security level 1)

10.8

Has the SSP established security measures to control access to the ship?

R L~V UIDWN T, IO T 7 B A E BT DR EZELL T DD 2

- checking the identify of person seeking to board etc

- establishing designated security areas for inspection and searching of persons, baggage etc
- check vehicles (for ro-ro ships, car carriers only)

- segregating checked persons and their personal effects from unchecked ones

- segregating checked embarking from disembarking persons

- identify access points that should be secured or attended

- securing access to unattended spaces adjoining areas to which visitors have access

- providing security briefing

A/9.3

B/9.14

10.9

Has the SSP specified that all those seeking to board a ship should be liable to search, and has the frequency of such searches,
including random searches, been specified in the SSP?**

AR T D AT —F 22T AUTR D7 N2 EZHFEL CWDD, Eio, TV X L —F 2B EOBEITHESH
TBHn 2 P

A/9.3

B.9.15

(Security level 2)*

12 There must be a search frequency or its guidance given in the SSP.  E. g.(5-25%) EARAY 72— FBHFE B MEZ D B 72 (5-25%%) A3l S TR uE7ebraun,
3 n the actual SSP entry, "Increase"”, "intensify”, "strengthen" are not appropriate. A concrete measure/procedure should be incorporated. FEFEDOSSP ECTOFRIZIH T

"Increase”, "intensify", "strengthen"72 & DK FLIT A Y], BRI FLR THHZ L,

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Code VES NO Remark
Has the SSP established the security measures to be applied to protect against a heightened risk? B/9.16
R _AAZON T REF DR E ST UAI EBS LT D20 DR E AL L TODHH 2
- assigning additional person to patrol deck areas during silent hours
- limiting number of access points to the ship, identifying those to be closed and the means of adequately securing them
1010 | - deterring waterside access to the ship, including, .e.g., in liaison with PFSO, provision of boat patrol A/9.3 n ]
- establishing a restricted area on the shoreside of the ship, with close co-operation with the port facility
- Increasing the frequency and details of searches of persons, personal effects
- escorting visitors on the ship
- providing additional security briefings
- carrying out full or partial search of the ship
(Security level 3)*
Has the SSP detailed the security measures which could be taken by the ship, in close co-operation with those responding B/9.17
against a heightened risk?"’
TR~ LB O, BRI IR T DR S O BRI L AR DS R D R SR L B O FEMZ TN L T WD 2 P
- limiting access to a single, controlled access point
- directing persons onboard
0.4 suspension of embarkation or disembarkation A9:3 u [
- suspension of cargo handling operations, deliveries
- evacuation of the ship
- movement of the ship
- preparing for a full or partial search of the ship
(Handling Unaccompanied Baggage)*®
(Security level 1)
Has the SSP established the security measures to be applied when handling unaccompanied baggage to ensure that B/9.39
unaccompanied baggage is screened or searched up to and including 100 percent?
1012 | frgsiz fbn TR TR E RO BOBRIC . £ TORTE CFEbR TR0 TS, 100w ehashan, bLaz | A% | H 1 L
P —F INDHZ LM T DT80, 15 H LT AU D72 VR I E A REEE L TOD 2

14
FEEDOSSP _ETOFERIZIBVTIE "Increase”, "intensify", "strengthen"' 72X O KGR Y], BRI GLR1HDHI L,

In the actual SSP entry, "Increase"”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

1> Check the following items as applicable (not all items are to be checked as mandatory) LA FOIEH DY H#% 4 58054 F =y 7, (& TRl S 0T

1 The following would be considered appropriate: LA T DOFEED ) ThorEE 2 b5,
- Checking of unaccompanied baggage is to be done by port facility - if not available - reject to accept.

- Open up the unaccompanied baggage to search the contents - if the baggage is locked (unable to open for search as consent of such action was not granted) - reject to accept.

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Code VES NO Remark
(Security Level 2)*'
Has the SSP established the additional security measures to be applied when handling unaccompanied baggage which should B/9.40
include 100 percent screening of all unaccompanied baggage?
1013 | mrpe iz fepn o A O EOBC | OB DI TR B0 100%0 B Mo fxkEameL | A3 | O | O
TNDH)?
(Security Level 3)*®
Has the SSP detailed the security measures which could be taken by the ship, in close co-operation with those responding when B/9.41
handling unaccompanied baggage?
1014 | ffeL ~ABIZSVT, B IS AT RO R E TR MRS T SRS Lo IR Apis-<x | A0S | L1 L
R B DOFE AL L TV D7D 2
11 fHIBR X ek 2 F S A E% 22 4 & /Security measures for restricted area
1.1 Has the SSPAaddressed identification of the restricted areas and measures for the prevention of unauthorized access? AJ9.42 7 7
| IR XD B LN ~DAYRT 7B AD LD EZ T A TVDN 2 o
Has the SSP identified the restricted areas to be established on the ship, specified their extent, times of application, the security B/9.18
112 measures to be taken to control access to them and those to be taken to control activities within them?/ A942 O O
ARV THIE T IR XA R EL . Z O, R, 2227 7 82T DD EHE, kDO TT -
DITENVZE BT DI DI D XEREZHEE A BUEL QD 2
Does the SSP ensure that there are clearly established policies and practices to control access to all restricted areas then? B/9.19
11.3 | 2 TOHIRFIL A AFEICHESL LRI —&, ZFNOA~T I ERATAZEAE T A0 DO FNEEAEFF DT EAHEICL TS | A9.4.2 [l ]
e
Does the SSP provide that all restricted areas should be clearly marked indicating that access to the area is restricted and that B/9.20
unauthorized presence within the area constitutes a breach of security?*°
11.4 A/9.4.2 ] ]

ETORIBRPIANTIE, ZDXKIUTT 7B AT HZENHIRINTNDHZ L KD K TARER  RNEMIIRZ I T 215
[Ep BTk TR T DL MEL T 2 2!

7 In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FEEDOSSP _ETOFERIZIBV Tl "Increase”, "intensify", "strengthen"' 72X DK FLITIA@E Y], BRI FLR1HDHI L,
18

EFROSSP_ETOFRRIZIVTiE " Increase”, "intensify", "strengthen"72 & DK FLII A Y], HARAIZRFERAHHZ L,

In the actual SSP entry, "Increase”, "intensify", "'strengthen™ are not appropriate. A concrete measure/procedure should be incorporated.

9" As for "breach of security”, since no Administration establish appropriate legislation on this matter, it is acceptable even if the marking does not mention “breach of security".

DE NZHOWTHE, BPRERITINEED TOBEITRWVOD T, FRIZZOFEIR B2 TH IV,

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

Items to be checked

ISPS
Code

Complies with

YES NO

Remark

115

Are the restricted areas identified?

BRI FRBI S LT D 2

(Reference: Areas listed in B/9.21)%°

1 navigation bridge, machinery spaces of category A and other control stations as defined in chapter 11-2;

2 spaces containing security and surveillance equipment and systems and their controls and lighting system
controls;

ventilation and air-conditioning systems and other similar spaces;

spaces with access to potable water tanks, pumps, or manifolds;

spaces containing dangerous goods or hazardous substances;

spaces containing cargo pumps and their controls;

cargo spaces and spaces containing ship’s stores;

crew accommodation; and

any other areas as determined by the CSO, through the SSA to which access must be restricted to maintain the
security of the ship.

©Co~NoOUIh W

A/9.4.2

B/9.21

(Security level 1)

11.6

Has the SSP established security measures to be applied to restricted areas?
RZL LT DWW, HlIBR KIS T DR E 2L L T D) 2

A/9.4.2

B/9.22

(Security Level 2)

1.7

Has the SSP established the additional security measures to be applied to protect against a heightened risk?
RV~ 2AZDNWT, @ EST A Z [ 1T 5701200 3 B IO LR ZHTE A fENL L TWVD) 2

A/9.4.2

B/9.23

(Security Level 3)%

11.8

Has the SSP established the security measures to be applied to protect against a heightened risk?
R ~ILBIZHON T, JERRIT IS T DM S O TR I LD AR DS R D SRR B AMESLL TOD7 2

A/9.4.

B/9.24

12 SO RN B D PR 22 i /Security measures for handling cargo

% To be determined base upon the result of SSA. / SSA D Bl FESWTIRIETHI L,

2L In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FEEEDOSSP_ETOFRERIZISVNTIE " Increase”, "intensify", "strengthen"72 & DO LI R ), BRI FLdl N3 HH L,

%2 In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

EFROSSP_ETOFRRIZIVTiE " Increase”, "intensify", "strengthen"72 X DK FLII A Y], BARAIZR R R AHHZ L,

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

ISPS Complies with
Items to be checked Remark
Code YES | NO
(Security Level 1)
Has the SSP established security measures to be applied during cargo handling?® B/9/27
PRZZL~ILUT DT, OB P T R AR E AL L TOD 2 2
1 routine checking of cargo, cargo transport units and cargo spaces prior to, and during, cargo handling
operations;
121 2 checks to ensure that cargo being loaded matches the cargo documentation; Al1.26 o [
3 ensuring, in liaison with the port facility, that vehicles to be loaded on board car-carriers, ro-ro and passenger
ships are subjected to search prior to loading, in accordance with the frequency required in the SSP; and
A4 checking of seals or other methods used to prevent tampering.
(Security level 2)*
Has the SZ§P established the additional security measures to be applied to protect against a heightened risk, during cargo B/9.30
handling?
REZL~IL2ZON T, BMO BRI £ 72U A2 % 135720 O F 9~ E BN E & e L L TOHh 2 2
122 1.1 detailed checking of cargo, cargo transport units and cargo spaces; Al7.2.6 ] ]
2 intensified checks to ensure that only the intended cargo is loaded:;
3 intensified searching of vehicles to be loaded on car-carriers, ro-ro and passenger ships; and
4 increased frequency and detail in checking of seals or other methods used to prevent tampering.
(Security level 3)%
Has the SSP detailed established the security measures which could be taken by the ship in close co-operation with those B/9.32
responding?®®
12.3 | RSB DN TR T DR L O W ARIC KA DR D R SR B 2 e L L QD 2 2 A7.2.6 ] ]
1 suspension of the loading or unloading of cargo; and
2 verify the inventory of dangerous goods and hazardous substances carried on board, if any, and their location

2 Due consideration on the type of ship/cargo should be paid. (applicable measures vary depending on the cargo - to check SSA)  EMIHRFEIZ SOV T HARIEEEZIAIZE, (i

HSNARLHEITEY ORIEIZIY 725 - SSA ZHEiR T 52L)

% In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FERROSSP_ETOFIRIZIBU T Increase”, "intensify", "strengthen"/2 X DK GRIE AT Y], BARAIZR R A HHZ L,

% Check the following items as applicable (not all items are to be checked as mandatory) LA FDIEH DI 5% 4458452 F =7, (2 TEEHIHE ST 508 320)

% In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FEEDOSSP _ETOFERIZIBVTIE "Increase”, "intensify", "strengthen"/2 & O FEFLIT A Y], BRMRFER N H DL,

%7 Check the following items as applicable (not all items are to be checked as mandatory) LA FOIEB DY 5Hi% 44585 %F =7, (2T S5 033 a0)
15
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Self-Checklist for SSP

ISPS Complies with

Remark
Code YES NO

Items to be checked

13 BREVEE D T-A R S D52 AU BE 9 DR 22 & /Security measures for delivery of ship's store, including bunkers

(Security Level 1)

Has the SSP established security measures to be applied during delivery of ship’s stores? B/9.35
PRZL VLT OWT, S O BRI SR LT E 2 ML L TOD0 2 AI7.2.6 O 7
1 checking to ensure stores match the order prior to being loaded on board; and -
2 ensuring immediate secure stowage of ship’s stores.

13.1

(Security Level 2)%

Has the SSP established the additional security measures to be applied during delivery of ship’s stores by exercising checks prior B/9.36

132 to receiving stores on board and intensifying inspections? \ AI726 O O
AR RIS S A ST ANDIZSENL S F ey 528280, ZFLUTREAR(ET 228280 AefiH S o5 [ ELFIzE H -

FONZIBMORLHE LML TV 2

(Security Level 3)*

Has the SSP detailed the security measures which could be taken by the ship in close co-operation with those responding? B/9.37
TRZL~ILBITOUNT, fEREIT RIS T DA L O i I C LD ARR SR D N E R LG B DOFEMZHENLL TUHDN 2
133 .1 subjecting ship’s stores to more extensive checking; Al7.2.6 L] L]
2 preparation for restriction or suspension of handling of ship’s stores; and
3 refusals to accept ship’s stores on board the ship.

14 AR ZZ BB 9-H45 & /Security measures for monitoring ship

Does the ship has the capability to monitor the ship, the restricted area on board and areas surrounding the ship using
FANTLLTFZ S L THEM, A L DFIIRIX I L THEA 0 2 i 9 T B HE ) & FF> Tl 870> ?

14.1 | - lighting A/7.2.5 ] ] B/9.42
- watch-keeper, security guards and deck watched including patrol
- an automatic detection devices and surveillance equipment.*

8 In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FEEDOSSP _ETOFERIZIBVTIE "Increase”, "intensify", "strengthen"/2 & O FEFLIT A Y], BRMRGER N HHZ L,

% n the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

EFROSSP_ETOFRR IV TiE " Increase”, "intensify", "strengthen"72 X DK FLII A Y], HARAIZR R R AHHZ L,

% Optional, thus not necessary to have on board. However, at the onboard verification audit, it will constitute non-compliance if items given in the approved SSP are not present
onboard.E KL, 7 THRW, 72720 | KFEE A2 SSPIZZ DR 1S D5 G ITIT FEBRITAM LI 2 TOZRITIUIH EOFEEIT AN EH LD,

16
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Code VES NO Remark
Has the SSP established the procedures and equipment needed at each security level and the means of ensuring that monitoring
equipment will be able to perform continually, including consideration of the possible effects of weather conditions or of power
14.2 | disruptions? AI7.25 O] [1 |B.9.44
SSPIZ, Kb LILXBIRE T LD TREMDHL A E R T LA T TNENDRLL ~IVIZEBWTRELINDS T
ELHEE | £ CE=F—SEE DR A A FB) AT LN TEDH T LA FEIT T D HIEEEFL TVH 2
(Security Level 1)
Has the SSP established the security measures to be applied which may be a combination of lighting, watch keepers, security
guards or use of security and surveillance equipment to allow ship’s security personnel to observe the ship in general, and
14.3 | barriers and restricted areas in particular? Al7.25 ] ] B/9.45
SSPIL. MM PR L BE B D3 — XA MR Z | RIS T Ll IR I B2 TE DI, BB, HEE | 2T —FH LTk
L LRERALE D72 8 OG0 D30 A SN DR ZRTE 2 G T)H)s 2
Has the following been considered when establishing the appropriate level and location of lighting?*
YRR DL~V LGFTAE T DB/, TRROFHEZEL T D0 2%
1 the ship’s personnel should be able to detect activities beyond the ship, on both the shore side and the
14.4 waterside; AI7.2.5 ] ] B/9.46
2 coverage should include the area on and around the ship;
3 coverage should facilitate personnel identification at access points; and
4 coverage may be provided through coordination with the port facility.
(Security Level 2)*
Has the SSP established additional security measures to be applied to enhance the monitoring and surveillance capabilities which B/9.47
may include as follows?
F=LV T BROERRENZBET 5720, TrROFHEE R D Tl T _EB MO E AL T 2
145 .1 increasing the frequency and detail of security patrols; Al7.2.5 ] ]
2 increasing the coverage and intensity of lighting or the use of security and surveillance and equipment;
3 assigning additional personnel as security lookouts; and
4 ensuring coordination with waterside boat patrols, and foot or vehicle patrols on the shore-side, when provided.
1 This may be stated in the SSAreport. SSA & E D FZFEHS LTV TH IV,
2 In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.
FEEDSSP_ETORIRIZIBVTIE Increase”, "intensify”, "strengthen"/2 & D FE LI R, BARNI 0k 23552,
17
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Remark
Code YES | NO
(Security Level 3)®
Has the SSP detailed the security measures which could be taken by the ship, in close co-operation with those responding, which B/9.49
may include as follows?
TRZL~ILBIZONT, FREOHF A E D a3 2RSS L ORI KO AR DR D R EFEM R (R 8 2 R L L C
[AYaY:ENs
A switching on of all lighting on, or illuminating the vicinity of, the ship;
146 | .2 switching on of all on board surveillance equipment capable of recording activities on, or in the vicinity of, the | A/7.2. ] ]
ship;
3 maximizing the length of time such surveillance equipment can continue to record;
A4 preparation for underwater inspection of the hull of the ship; and
5 initiation of measures, including the slow revolution of the ship’s propellers, if practicable, to deter underwater
access to the hull of the ship.
15 {R2212 =2 BT HHEE IProcedures against breach of security
Has the SSP addressed the procedures for responding to security threats or breaches of security, including provisions for
151 maintaining critical operations of the ship or ship/port interface? AI9.4.4 O O
AR LI L IO AL F—T = — ADO BEIE M MR T D720 DBUE L B D | IR~ DB B LI IRZE SR o
THFNETE FNL TN 2
152 Has the SSP addressed the procedures for evacuation in case of security threats or breaches of security™* AJ9AG O n
T REZ~OFE, B LR LR OB E OB FIRTE Fh g2 ® o
Has the SSP addressed procedures for reporting security incidents
153 | ozt p ls T PR A £ T 050 2 postz | LU
Has the SSP addressed the procedures to ensure the timely submission, and assessment, of reports relating to possible breaches of B/9.7.6
15.4 security or security concerns AJ9 412 O O

PRZEERH LR RO S BE 35 Al REE OB DA 1T DT R AR 32 H R A fE SR 12 T2 FIEIXE Ty
M2

% In the actual SSP entry, "Increase”, "intensify", "strengthen" are not appropriate. A concrete measure/procedure should be incorporated.

FEEROSSP L TORLIRIZIU T " Increase”, "intensify”, "strengthen"72 & DK FLIE A M Y], AR FLR R H DL,

 During PSC operation, USCG may ask the following question, Thus, SSP should provide detailed replies to the following questions.

WTERT 220 LRV, JioT SSPIFEL F OB RN § 2 RIZIZOWTEEMIZ IR N TRANETH D,

- Do you have procedure in place to evacuate the vessel if the magnitude of security breach or threat justifies this action?
- If so, how do you ensure visitors are accounted for?

- How do you interface with port facility and contracting government during such an incident?

MS-SELF-CHK-SSP-j (2012.1)
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Self-Checklist for SSP

ISPS

Complies with

Items to be checked Remark
Code YES | NO
16 FEAS I O LR 22 5B ook aT/Audit and Ship Security Plan amendment
16.1 | procedures for auditing the security activities {RZ2iEE & B A4 5 FIE A9.4.8 ] ]
Is the personnel conducting internal audits of the security activities specified in the plan or evaluating its implementation
independent of the activities being audited unless this is impracticable due to the size and the nature of the Company or of the
16.2 | ship? i A4l | [ O
FHENZHES IV COAIREZEBE DN AL Ehi 32 AW LITE D FERIRZZHN 32 AL, 2t LMoY+
AEFIADTZD EAT AR A RECTRVIRY | RSN EBNOMILL T 2
16.3 Has the SSP addressed the procedures for the periodic review of the plan and for updating? A/9.4.11 7 7
| FHEOESIR LEL FIEL OEF LD FIRITE Fh TO50 2 -
Has the SSP provided the details of the regular review, or audit, of the SSP and for its amendment in response to experience or B/9.2.6
16.4 | changing circumstances? A9.4.11 ] ]
SSPOEHII R LS LITREA FRBRCR I D 2SS T D72 DSSPUET IZ DWW THIEL T 2
Has the SSP established how the CSO and the SSO intend to audit the continued effectiveness of the SSP and the procedure to B/9.53
165 follow for review, update or amending the SSP? A9 411 O O
"~ | SSPIE, CSOFR LSS0 E D IO L TSSPOMkGE A 2k 2 e &+ 52 LA EIX T 27>, ZLTSSPO HE L | s LI o
UETDTOIHED 72T TUTIROIRNFNAZAE L T o> 2
19
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